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(57) ABSTRACT 

A multi-access remote system having a security surveillance 
area, a plurality of end user locations, and a communications 
network such that one or more of the end user locations can 
establish a connection with the security surveillance area, 
and vice versa, using a communications protocol via the 
communications network. The security surveillance area is 
comprised of a local computer system, a camera with motion 
sensor, and a network interface. When the motion sensor 
detects an obstruction the camera starts recording and the 
local computer system notifies a remote individual of the 
alarm via a communications device, such as a beeper, 
telephone, or e-mail. Using an end user location, having a 
remote computer system, a network interface, and one or 
more communications devices, the remote individual can 
logon to the local computer system via the communications 
network and obtain additional information, control the video 
camera remotely, or view video images. Access to the 
security surveillance area, control of the video camera, and 
viewing of the video data is accomplished advantageously 
over the Internet with application specific browser software, 
plugins, APIs, and other protocols. 

39 Claims, 4 Drawing Sheets 
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INTELLIGENT MULTI-ACCESS SYSTEM SUMMARY OF THE INVENTION 

FIELD OF THE INVENTION * n accordance with one aspect of the present invention, a 

multi-access remote system is provided and which com- 

This invention relates to remotely accessible monitoring y^ses a security surveillance area, a plurality of end user 

devices, and more particularly, to an intelligent multi-access 5 locations, and a communications network such that one or 

remote system. more G f me enc j user locations can establish a connection 

BACKGROUND OF THE INVENTION ^ the securit y surveillance area, and vice versa, using a 

communications protocol via the communications network. 

Over the past few decades computers and communica- ^ surve iilance area comprises a local computer 
tions technology has evolved into a complex infrastructure systemj a network interface, and a camera having a motion 
where countless different systems, platforms, and other sensor ^ local system is electronically con- 
products are now interoperable. Only recently has the con- nected via a camera adapter t0 the video s0 that 
cept of open systems become a reality, permitting new vide0j sound> md motion ^ data can be transmitted 
developments in standard-based file transfer, electronic from the camera to the local computer system, and instruc- 
mail, and remote log in. Opportunistically, society is becom- ti(ms or other data ^ Q be {ransmitt ed from the local com- 
ing increasingly dependent on many of the new technologies puter system t0 the camera ^ local computer system is 
made available via phone communications, private com- additionally connected to a computer network interface, 
puter networks, and the Internet. which may be a modem> net work card, or other communi- 

One example of how such technology has recently 2Q cations hardware, used to connect to the communications 
spurred growth in a particular field, is video surveillance. network. The local computer system includes various 
Nowadays, the expense and associated complications with components, including an audio/video coder/decoder, fixed 
monitoring a particular location has been greatly reduced storage means, operating system software, communications 
with the advent of video surveillance. Businesses can now software, compression software, and application program- 
successfully monitor an entire building using only one 2$ m ing interface (API) software, 
security guard, who tracks multiple cameras positioned at The end user locations each ^ ^ a remote 
key locations throughout a selected buildmg Indeed, one s connected to a Detwork interface> ^ one or more 
secunty guard can even momtormuluple buudmgs from a optional communications de vice S , such as a telephone, 
remote location, using networking and other available tech- b fax> e . mail> Qr Wcss device fof ^ ^ b 
nologies. Occasionally, video recording devices and elec- 3Q the securit surveiUance when an triggers. The 
tromc sensors jmay be mstalled to eliminate the need for any remQte uter tem includes operating system 
secunty guard^An alarm system can tnpr when an elec ; software> communications software> compression software, 
tronic sensor detects an mtruder and the video recording application software, and browser software, 
device can record images that are later supplied to the police ^ , „ . 
•for subsequent apprehension of the intruder. „ , The local computer system first captures a predetermined 
' .. , , 35 length of video, compresses the file, and transmits it to the 

Despite the success of the above and other similar alarm femote ^ who sub u la the downloaded ^ 

systems, most businesses desire at least one secunty guard ^ hi h Ut ^ method avoi( £ ^ stream difficuU £ s 

to secure properly the environment Even the best sensors associated with bandwidth i imitations b6Cause the entire 

may accidentally trigger a false alarm, whether by stray ^ ^ downloaded , 0 the remote „ ef before vfew . 

ammals or faulty wiring.^Additionally,„police often do not 40 me 
respond as speedily unle ss ajperson specifically^ pho nes for 

a-Tesponse. As a result sophisticated commercial security ^ browser 311(1 application software of the remote 

surveillance systems today incorporate many of the above computer system may be configured to communicate with 

features with a live person, stationed at a remote central ,he local computer system via the Internet or any other 

station, available to assume control at the opportune time. 45 communications network. In one embodiment, the browser 

rp» < .„ , . . contains a video display for viewing video images, and 

The above surveillance system, however, is not appropn- tl s J tL 6 ■. - 

c c - j- j , 11L . j j • • j control mechanisms for operating the camera and manipu- 

ate or feasible for individuals or small businesses. Individu- w . #t _ . . ,r . . / 

, , t . la ting the video images, includmg, focus, rotation, view, 

als and small businesses desire the lower cost of having an , • i jr.r j . 

. -i ui * j *. 1 i ti_ peak, dimming, play, record, fast forward, etc. 

employee available to respond to an occasional alarm, rather ° r J 

than a full time security guard, but cannot implement an 50 . ^ above descri P tion ^ forth ra * er broadly the more 

affordable technology that would make this type of system important features of the present invention in order that the 

functional. For example, in order to view a smooth high detailed description thereof that follows may be understood, 

quality stream of video from a remote location, expensive and in order that the P resenl contributions to the art may be 

cables need to be installed between the surveiUance area and betler appreciated. Other objects and features of the present 

the remote location. Furthermore, small businesses and 55 invention will become apparent from the following detailed 

individuals constantly change locations and even if proper description considered in conjunction with the accompany- 

cabling can be installed they may desire a surveiUance m S drawings. It is to be understood, however, that the 

system that is accessible from any location, not only those drawings are designed solely for the purposes of illustration 

that have cabhng a °d n ot as a definition of the limits of the invention, for 

Thus, there is'a need for an inexpensive multi-access 60 which reference should te made to a PP ended daims - 
remote system that enables individuals to access remotely a DETAILED DESCRIPTION OF THE DRAWINGS 
security surveillance or other video system area and appro- 
priately monitor and operate this area as desired. In addition, Id the drawings in which like reference characters denote 
there is a need to contact the system users at specific times, similar elements throughout the several views: 
such as when an alarm triggers, to provide surveiUance 65 FIG. 1 iUustrates the end-to-end architecture of the multi- 
access when needed, rather than monitoring the area fuU access remote system according to one embodiment of the 
time. present invention; 
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FIG. 2 is a block diagram which illustrates a four-layer ware 138 for display control and management. Winsock 

communications protocol is employed by servers located at components 118-124, API components 126-132, applica- 

a surveillance area or end-user location according to one tion software 136, and browser software 138 are described 

embodiment of the present invention; m more detail below. 

FIG. 3 illustrates a browser application display screen 5 End user locations 8 each comprise a remote computer 

according to one embodiment of the present invention; and s y stem 16 > a network interface 18, and one or more optional 

. . n , e communicative devices 20. For example, as will be 

FIG. 4 is a flow diagram which illustrates the sequence of described bdow> a telephone, beeper, fax, e-mail, or wireless 

operation of the multi-access remote system according to device may be added t0 aQ end ^ location ^ a commu . 

one embodiment of the present invention. ^ n i ca tivc device for contacting or being contacted by the 

security surveillance area. Furthermore, as with the security 

DETAILED DKCRIPTION OF THE surveillance area, the remote computer system of each end 

IrWENTION US&T i oca tion is coupled to a corresponding network inter- 

With initial reference to FIG. 1, the end-to-end architec- f ace - 
hire of a multi-access remote system 2 is shown, according 15 Remote computer systems 16 of end user locations 8 each 
to one embodiment of the present invention, configured as advantageously comprise the same software and hardware 
an intelligent multi-access remote security platform. Multi- components as the local computer system. More specifically, 
access system 2 comprises a security surveillance area 4, a tnis includes the components shown in FIG. 2, including 
plurality of end-user locations 8, and a communications browser software 138, application software 136, API soft- 
network 6, such that one or more of the end user locations 20 ware and Windows sockets software 106. Thus, in one 
can establish a connection 22 with security surveillance area embodiment of the present invention, the remote computer 
4, and vice versa, using a communications protocol 100 systems can also be employed as a surveillance area. 
(FIG. 2) via communications network 6. Further, it is noted that any component, as, for example, 

Security surveillance area 4 comprises a local computer those shown ^ FIG 2 ' te solel y situated at either the 

system 12, such as a workstation or server coupled to a 25 local computer system or the remote computer systems 

network interface 14, and to a video camera 10 having a wlthout losm S functionality. It is commonly understood to 

motion sensor. Local computer system 12 is coupled via a * ose s ^ ™ me art ^ various components, including 

camera adapter 116 (FIG. 2) to video camera 10 so that those hsted above ' can Action properly despite being 

video, sound, and motion sensor data can be transmitted Sltuated at remote locatlons - 

from the camera to the local computer system, and instruc- 30 Communications network 6 comprises a physical cona- 
tions or other data can be transmitted from the local com- munications linking means, necessary in order to establish 
puter system to the video camera. Local computer system 12 connection 22 so that the security surveillance area can 
is also coupled to network interface 14, so as to facilitate the communicate and transfer information with the end user 
use of communications network 6 in order to establish locations, and vice versa. The Unking means, in one 
connection 22 and communicate with one or more end user 35 embodiment, can simply be a public telephone network for 
locations 8 providing a private phone connection between the security 

With reference to FIG. 2, local computer system 12 surveillance area and an ^ ^location. .^BatcHERfe 

- i j . . embodiments the hnkme means.ean include the Internet, a>. 

mcludes various components, among them, in pertinent part, "v ~ " /T A frv . , 

a * t inn a *• « r« Mocal area network (LAN), a wide^ area network (WAN), a " 

are fixed storage means 109, and operating system software -v^,. . ~- ■ v _ /' -v . -/'■ 

111 * * j l * 11 4- j * *• i 40 bidirectional.cable, a.satellite or any_other communications 

111 to provide basic resource allocation and computational 40 . . L . i", i.-wuuuuiiivaiiuus. 

mechanisms oj- computer: sj^cture that enables two remote computer 

systems:torinteroperate. N ~~~~~ 

In accordance with one embodiment of the invention, ~ ^ *■ 11 ■ * . i • i 

. „ . . , ' Connection 22 is a temporary or permanent logical con- 

local computer system 12 also mcludes various components nection tha , aUows tQe surveillance area and the end 

for performing communications between the local computer 45 ^ ^ to exch da J and ^^te though the 

system and the end-user locations, including an analog/ M . + . t , . . 4 . . , . ° 

j. , j 1iA , , , , , & j- # -j communications network, and can be established in a num- 

digital modem 110, network adapter 112, and an audio/video . f ^ , • , ,. 4 4 . 

j . . . £ ■, , Der of ways. For example, m one embodiment, the commu - 

coder/decoder, which is configured to provide data compres- • i l. uv*iu . i 

,P r . . r . nications network can be a pubhc telephone network, 

sion to compress data ^^cording to a variety of compression whefeb a modem netW0fk of an ^ ^ 

formats, such as MPEG or PKZIP, prior to transmission. 5Q Qm communicale with a ^p^e modeni Delwork inter . 

In one embodiment, the local computer system is coring- f ace of me security surveillance area by having one modem 

ured to operate with the Windows operating system, and dial the appropriate phone number, having the public tele- 

preferably utilizes Windows sockets (Winsock) software for phone network find the address of the dialed phone number, 

virtual communicative abilities. These sockets include a navmg me ^ QT logically linked with this address, and 

queuing socket 118, a proxing socket 120, a routing socket 55 having the two mo dems handshake a proper communica- 

122, and an information streaming socket 124. n ons language over this fink, thus establishing connection 

An application programming interface (API) module 131 22. in another embodiment, the communications network 

is configured to operate as a standard interface language for C can be a LAN, whereby a permanent logical connection is 

simpler integration with the end user locations. For example, always established as long as the LAN is operational and 

various API interface components relate to video operation 60 connected to the network interfaces of the security surveil- 

commands 126-132, such as open video stream operation glance area and the end user locations. - In yet another 

command 126, close video stream operation command 128, embodiment, the communications network can include the 

receive data operation command 130, and send data opera- Internet, whereby connection 22 is established by having the 

tion command 132. security surveillance area and an end user location logged on 

The local computer system further comprises application 65 or permanently connected to the Internet, 

software 136 to handle customized tasks unique to each Notably, network interfaces 18 of the end user locations 

embodiment of the multi-access system, and browser soft- need not be compatible with network interface 14 of the 
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security surveillance area when using an open system com- 
munications network such as the Internet, ^since^they can 
irite roper ably commum^te"via3^ccepted 7 protocblsZtbat > 
translate the two forms of data. One such protocol used on 
the Internet is External Data Representation (XDR), which 5 
is a TCP/IP protocol used to reconcile differences in data 
syntax between platforms. It is appreciated by those skilled 
in the art that two or more remote computer systems can 
establish a connection and communicate with each other in 
the above and other manners. It is additionally understood JQ 
that this invention may utilize various operating system 
platforms, such as OS/2, DOS, and Windows NT, and 
various network interfaces, such as cable modems, network 
cards, Tl links, and satellite connections. 

In one embodiment, network interface 14 may be a 15 
network card, whereas the local computer system signals 
another computer system on a computer network to request 
available resources, which in turn uses communications 
means to access the end user locations via the communica- 
tions network. 20 

Thus, according to one embodiment of the present 
invention, various components of local computer system 12 
define a four-layer system 102-108 that collectively form 
the relevant communication software and hardware structure 
of multi-access system 2. Within a typical system of layers, 2 s 
as here, each layer, by definition, embodies a set of protocols 
or services that all process similar functions, whereas each 
layer performs a distinct service in relation to all other 
layers. As shown in FIG. 2, the four layer system of this 
embodiment communicatively interconnects security sur- 30 
veillance area 12 with remote computer systems 16 by 
successively transmitting a communication originating at 
one location through each of layers 102-108 so that the 
communication is received at the other location translated 
and in a proper format. 35 

Network layer 108 comprises various device drivers and 
basic components of the corresponding local computer sys- 
tem and is generally responsible for maintaining system 
functionality and driving various input/output (I/O) devices 
coupled to the local computer system. In one embodiment of 40 
the invention, network layer 108 simply comprises the 
hardware components that are integrated with the local 
computer system, such as analog/digital modem 110, net- 
work adapter 112, audio/video codec 114, camera adapter 
116, fixed storage means 109, and operating system software 45 
111, as explained before. In another embodiment the net- 
work layer can comprise only device driver components that 
communicate with specific hardware, such as the camera 
adapter. 

Winsock layer 106 includes standard network application 50 
programming interface (API) functions for queuing socket 
118, client proxy socket 120, routing socket 122, and stream- 
ing source filter socket 124. Briefly, queuing socket 118 
involves scheduling multiple processes that desire simulta- 
neous access to the same resource. For example, if two 55 
processes desire to simultaneously control the video camera 
or have access to the same network adapter, they would be 
allocated these resources one at a time in order to prevent 
any conflicts. Proxing socket 120, is a mechanism whereby 
one system functions for another when responding to pro- 60 
tocol requests. For example, an IP communication from an 
end-user location that is searching for the security surveil- 
lance area on a local network may be redirected to a specific 
computer, which in turn properly identifies the hardware 
location for quicker delivery. Routing 122 is the intelligent 65 
delivery of data to its ultimate location, usually over the 
shortest or most efficient path. As network performance and 
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responses may be impacted by high traffic imposed by the 
security surveillance area intelligent delivery of data over 
the most efficient path is desired. Information streaming 124 
offers specific controls, securities, or filtrations for transmit- 
ted data. For example, an unauthorized or corrupt data 
stream can be removed from transmission by a properly 
configured filter. 

Application API layer 104 comprises application specific 
APIs, for operating and sending specific instructions to 
security surveillance area 4, such as instruction commands 
126-132, as discussed before. APIs are a set of functions or 
programs that enable computer developers to write network- 
able or other applications, without the need to understand 
how the underlying protocols operate. One standard API 
used in this embodiment of the invention is the Windows 
socket interface (Winsock), as shown in Winsock layer 106. 

Winsock was released by Microsoft in 1993 as an open 
system technology to provide a library of functions that act 
as a standardized interface for applications. Microsoft 
designed Winsock to enable any application that is written to 
the Winsock API to run with any Windows application, on 
any machine. Similar to the idea behind TCP/IP and UNIX, 
Microsoft created this open system to prevent vendor depen- 
dencies. Thus, by using Winsock, software can be developed 
to incorporate certain features in a more efficient manner and 
on a higher programming level. For example, the software of 
this invention can use a Winsock compliant TCP/IP protocol 
stack without knowing how TCP/IP protocol support is 
provided. Similarly, regarding application API layer 104, 
various systems can use the supplied functions to more 
easily interact with the security surveillance area. The devel- 
opment and operation of APIs is well understood to those 
skilled in the art. 

Interface layer 102 comprises high-level end-user 
software, such as browser and application software. The 
interface layer, as will be described in more detail below, 
acts as a display interface for the remote user, which in turn 
appropriately calls the API functions of API layers 104 and 
106 when certain low- level commands are needed. 

Illustratively, when operating the multi-access remote 
system a remote user may activate a desired function from 
the interface layer, which in turn is executed by the API 
layers into a networkable or other communicable language, 
which in turn is received by the network layer and translated 
and delivered, via a device driver if necessary, to the 
appropriate local hardware. It should be noted that the 
software and hardware of layers 102-108 are not fixed to 
any particular location. For example, interface layer 102 can 
be stored at remote computer system 16, while API layers 
104 and 106 are stored at local computer system 12. 
Alternatively, all four layers can be stored at the local 
computer system, if desirable. 

Advantageously, the communications network offers a 
link to the Internet, allowing communication with the sur- 
veillance area from nearly any remote location at substantial 
convenience and reduced cost. The Internet is a collection of 
networks each connected through gateways, nowadays com- 
monly referred to as routers. Internet gateways operate in the 
same manner as gateways that connect ordinary networks. 
They are responsible for routing data around the Internet 
until they reach their ultimate destination. Hie actual trans- 
fer of information is accomplished through a suite of 
protocols, such as Transmission Control Protocol/Internet 
Protocol (TCP/IP), that offer interoperability between com- 
puters of all sizes, regardless of the hardware or software 
platform supporting them. These protocols have achieved 
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popularity primarily due to their classification as an open With the control icons of this embodiment it is possible to 

system, from public availability of its specifications. The accomplish various tasks. For example, icon 202 is used to 

underlying protocols of TCP/IP, and the Internet's architec- select a window view. Icon 204 is employed to select a door 

hire and usage are commonly known to those skilled in the view. Icon 206 is used to focus an image. Icon 208 is used 

art. 5 to rotate an image. Icon 212 is used to increase or dim image 

The Internet Protocol (IP) comprises the heart of TCP/IP light. Icon 210 is used to peak the camera downwards. Icon 

by performing the most essential functions, such as data 214 is used to peak the camera upwards. Icon 216 is used to 

encapsulation, data routing, header formatting, fragmenta- rotate the camera. Additional control icons, located on lower 

tion and reassembly, and exchanging data across protocol portion of browser, include standard video controls, which 

boundaries with other protocols. The header of an IP trans- 1Q are volume control icon 218, play icon 220, stop icon 222, 

mission is sized at approximately five or six 32-bit words record icon 224, rewind icon 226, instant replay icon 228, 

and contains valuable address and formatting fields. One and fast forward icon 230. It is understood that in accor- 

such field is the service type field, which allows an appli- dance with one embodiment, the browser is configured to 

cation to assign a different service type to each IP incorporate the functions of a security surveillance applica- 

transmission, such as maximum throughput for File Transfer tion and may be modified as needed for other embodiments. 

Protocol (FTP) and Simple Mail Transfer Protocol (SMTP), Additionally, the features available from the control icons 

and minimum delay for Telnet. The multi-access remote can be incorporated into menu structure 234, as is commonly 

system can utilize the various features of IP transmission for understood in the art. 

more efficient communications. -It is understood as well that Illustratively, while connected to the security surveillance 
a the suryeillance r area and the end user locatioas must each; 2Q area, if an end user desires, for example, to physically lower 

;have an IP- address for properly receiving data from a remote the video camera, he or she could select the peak camera 

^location. . ^ downwards icon. In one embodiment, the browser from the 

One common drawback when using the Internet for large interface layer of communications protocol 100 responds by 

data transmissions, as with the multi-access remote system, calling an appropriate API function from application API 

is the limited bandwidth available for optimum speed. 2 s l aver 1^4 t0 translate the peak downward request. Then, if 

Currently, the Internet backbone is connected to several necessary, Winsock layer 106 receives the translated peak 

thousand sites via T-3 links, which run at 44,736 megabits request and transports it or performs various network 

per second. In order to increase the bandwidth to accom- activities, like routing or queuing the peak request until the 

modate the large transmissions of data and the rapidly desired resource is located or available. In this example, the 

increasing number of connected users, technologies such as 30 resource desired is the camera adapter or local computer 

Asynchronous Transfer Mode (ATM) and Synchronous system hardware from the network layer, where the peak 

Optical Networks (SONET) are being proposed to increase request is translated into a hardware signal so that the 

the Internet bandwidth to 1 to 2 gigabits per second. While camera peaks downward. Once the peak request is processed 

the present invention would run more efficiently with tech- the end user may select another function, like downloading 

nologies such as ATM or means for intelligently allocating 35 or playing the new video images. 

bandwidth dynamically, the unique system outlined herein Operation loop 300, illustrated in FIG. 4, describes the 

enables high quality data to be efficiently transmitted over steps employed in operating the multi-access remote system, 

minimal Internet bandwidth. according to one embodiment of the present invention. By 

A popular user interface used with the Internet is a . default, local computer system 12 of the security surveil- 

browser software. As described with the interface layer of 40 lance area remains idle in sleep mode, as shown in step 302, 

FIG. 2, various browser and application software can be until "awakened" by a motion sensor obstruction in step 304. 

integrated with the system of this invention to act as an While in sleep mode the local computer system continuously 

application program or user interface. According to one checks if the motion sensor alarm has been triggered, and 

embodiment of the present invention, the interface layer once triggered the operation loop jumps to active mode in 

may preferably include an application specific Internet 45 step 306. Advantageously, the local computer system should 

browser 200 (FIG. 3) as a controller module for visual be configured so that the time needed to "awaken" and jump 

interface communication between the end-user locations and to active mode is reduced to a minimum, 

the surveillance area. Throug h the u se of plugins, APIs, and The active mode commences in step 306 by awakening 

hypertext transport protocol (HTTP), browser 200 can incor- the local computer system and turning on the video camera, 

porate application specific functions such as video display, 50 Thereafter, in step 308, the video camera tracks the obstruc- 

and remote operation of video camera 10. FIG. 3 shows the tion detected by the sensor, focuses the image, and transmits 

display screen of browser 200, as would be seen on an output the video data to the local computer system for storage and 

device, such as a computer monitor, configured according to other data manipulation. Once the local computer receives 

an application of one embodiment of the invention. Browser the video data, necessary quality adjustments are made, as 

200 is comprised of a standard menu structure 234, control 55 well as notification of the alarm to a remote individual, as 

icons 202-230, and a video display area 232. shown in step 310. Notably, should the remote individual be 

Video display area 232 is a portion of the browser display out of contact the local computer system can store the video 

screen where all video images and recordings are visibly data for later retrieval. 

displayed to the end user. The video display area may utilize The notification sent by the local computer system is 

plugins or other software to enable the video images to be 60 received by the remote individual in step 312. This notifi- 

played or viewed. cation could be a beeper message, a telephone call, or an 

In order to manipulate video camera 10, adjust the image e-mail message. Advantageously, e-mail or other similar 

quality, or alter what is seen on video display area 232, technologies are used in order that a snapshot of video data 

appropriate control icons 202-230 are selected. Selecting an or other informative content may be attached to the notifi- 

icon is simply achieved by triggering an input device, such 65 cation. As shown in step 314, the remote individual can use 

as by clicking a mouse while the cursor pointer has been the communications network to establish connection 22 and 

moved to the appropriate area on browser 200. logon with the surveillance system so that he or she may 
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communicate with the local computer system for additional 
information. Employing the browser software, as described 
above, the remote individual can operate the camera and 
retrieve additional video, sound, or other data via connection 
22. The local computer system remains active and the video 
camera continues to record, as illustrated in step 316, until 
the remote individual places the system back in sleep mode 
or a certain predetermined period of time lapses and the 
system automatically goes into sleep mode. 

Since many individuals use a low bandwidth connection 
to the Internet, which is insufficient for high-quality live 
video streaming, a different mechanism for data transmis- 
sion is advantageously utilized. According to one 
embodiment, the local computer system captures, from the 
camera, a predetermined length of video, compresses the 
video using MPEG, or other video compression 
technologies, and transmits this data file to the remote user, 
whereby the downloaded video is played in high quality. 
This method avoids video stream difficulties associated with 
bandwidth limitations because the entire image is down- 
loaded to the remote computer before viewing. In addition, 
the user may incorporate live low-quality video streaming 
with this method, by continuously monitoring the security 
surveillance area with a low quality video stream and 
subsequently downloading selected images for high quality 
viewing. 

It is understood that the present invention is not limited to 
the embodiments as described hereinabove. In an alternative 
embodiment video camera 10 may be a sophisticated 360 
degree camera and the motion sensor can be a more expen- 
sive heat sensor or other detection device. There may be 
multiple cameras or multiple surveillance areas as well, or 
even alternative monitoring devices that record data other 
than video, such as sound, heat, pressure, and fingerprints. 

Further, yet other embodiments may contain various 
methods for transmitting video data. As mentioned above, 
there may be a live data stream, that uses low quality video. 
Instead, high quality video may be used, but only every fifth 
frame, for example, is shown, instead of a fully continuous 
transmission. Data may also be transmitted using commer- 
cial software, such as Microsoft Netmeeting, whereas appli- 
cation specific functions and APIs are incorporated to facili- 
tate the features of this invention, such as control over the 
security surveillance area and more efficient data transmis- 
sion. Moreover, this system can be implemented according 
to H.323 or other videoconferencing standards, with the 
necessary modifications as detailed above. 

In alternative embodiments, the multi-access remote sys- 
tem can be configured to function other than as a security 
surveillance area. For example, a monitoring site can be 
created to control viewing of plants, animals, a conference 
room, a baby crib, a house entrance, or a computer terminal. 
Further, multiple monitoring areas can be incorporated to 
expand the system into video phone calls, where a person 
may be called to control a video camera stationed at the 
called party's location. In addition new forms of touring, 
class attendance, and other viewing sites are possible, since 
remotely controllable cameras can be positioned at any 
location or scenic lookout and remote users can control 
dynamically which area they wish to view. Understandably, 
this system, as with any of the above systems, can addition- 
ally be secured through password protection to allow access 
only to certain individuals. 

Thus, while there have been shown and described and 
pointed out fundamental novel features of the invention as 
applied to alternative embodiments thereof, it will be under- 
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stood that various omissions and substitutions and changes 
in the form and details of the disclosed invention may be 
made by those skilled in the art without departing from the 
spirit of the invention. It is the intention, therefore, to be 
limited only as indicated by the scope of the claims 
appended hereto. It is to be understood that the drawings are 
not necessarily drawn to scale, but that they are merely 
conceptual in nature. 
What is claimed is: 

1. A multi-access remote system, comprising: 

a monitoring area having at least one monitoring device 
connected to a corresponding monitoring computer 
system, said monitoring computer system configured to 
receive a plurality of independent connections from a 
plurality of end user locations each having a corre- 
sponding end user computer system, wherein said 
monitoring device automatically tracks a moving 
object detected in said monitoring area; 

a communications linking means for establishing said 
independent connections and exchanging data between 
each one of said end user computer systems and said 
monitoring computer system; 

a controller module accessible by each one of said end 
user locations configured to cause transmission of 
control signals for remotely controlling the operation of 
said monitoring device; 

a sensor device configured to provided a triggering signal 
to said monitoring computer system when said moving 
object is detected in said monitoring area, so that said 
monitoring device tracks said detected moving object 
such that said monitoring device follows the location of 
said moving object; and 

a user interface unit coupled to said controller module for 
providing visual display to each one of said users, said 
user interface comprising a plurality of control icons, 
said control icons configured to activate one or more of 
a plurality of functions via said controller module. 

2. The multi-access remote system of claim 1 configured 
to operate as an intelligent multi-access remote security 
platform. 

3. The multi-access remote system of claim 1, further 
comprising a sensor connected to said monitoring device for 
triggering an alarm at predetermined instances. 

4. The multi-access remote system of claim 3, whereas 
said alarm causes said monitoring computer system to notify 
a remote individual, so that said remote individual may 
logon to said monitoring computer system from said end 
user location. 

5. The multi-access remote system of claim 3, wherein 
said sensor comprises a motion detector and a heat dissipa- 
tion device. 

6. The multi-access remote system of claim 1, wherein 
said monitoring device is a video camera. 

7. The multi-access remote system of claim 1, wherein 
said end user location comprises a plurality of communica- 
tive devices. 

8. The multi-access remote system of claim 7, wherein 
said plurality of communicative devices comprise a com- 
puter system, a telephone, a beeper, and e-mail. 

9. The multi-access remote system of claim 1, wherein 
said communications linking means includes the Internet. 

10. The multi-access remote system of claim 1, wherein 
said controller module further comprises a browser software 
for interfacing said controller module with an end-user at 
said end -user location, said browser software further 
providing, said user interface. 
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11. The multi-access remote system of claim 1, wherein 
said control icons comprise one or more of a window view 
icon, a door view icon, a focus image icon, a rotate image 
icon, a dim light icon, a peak down icon, a peak up icon, a 
rotate camera icon, a volume icon, a play icon, a stop icon, 5 
a record icon, a rewind icon, an instant replay icon and a fast 
forward icon. 

12. The multi-access remote system of claim 1, wherein 
upon said triggering of said sensor device said monitoring 
device initiates recording and a remote individual is notified, 10 

13. The multi-access remote system of claim 12, wherein 
said notified remote individual is provided with a video 
snapshot from said monitoring device. 

14. The multi-access remote system of claim 12, wherein 
said remote individual is provided with a video recording of 15 
said detected moving object. 

15. The multi-access remote system of claim 1, wherein 
said controller module responds to a plurality of said control 
signals from said end user locations via a queuing socket. 

16. The multi-access remote system of claim 1, wherein 20 
said sensor device is one of a motion sensor device, a heat 
sensor device, a light sensor device. 

17. A method for operating a multi-access remote system 
having a monitoring area with one or more monitoring 
devices connected to a corresponding monitoring computer 25 
system, said monitoring computer system configured to 
receive a plurality of independent connections from one or 
more end user locations each having a corresponding end 
user computer system, a communications network, and a 
controller module accessible by each one of said end user 30 
locations , and wherein a sensor is further coupled to said 
monitoring computer system to detect an obstruction, com- 
prising the steps of: 

establishing a plurality of independent connections 
between one or more of said end user computer systems 35 
and said monitoring computer system via said commu- 
nications network; 

transmitting one of more control signals from said end 
user locations to said monitoring area via said control- 
ler module in order to control the operation of said 40 
monitoring devices; 

triggering an alarm upon activation of said sensor; 

automatically tracking the movement of said obstruction . 
so that said monitoring computer system follows the ^ 
location of said obstruction; and 

notifying a remote individual via a communications 
device in response to said alarm so as to make available 
to said remote individual a view of said obstruction 
causing said alarm trigger. 5Q 

18. A method for operating a multi-access remote system 
via the Internet having a monitoring area with one or more 
monitoring devices connected to a corresponding monitor- 
ing computer system, comprising the steps of: 

(a) generating an alarm indication via a communication 55 
network, upon detecting a triggering event in said 
monitoring area; 

(b) at least one of said monitoring devices automatically 
tracking one or more moving objects in response to 
detection of said triggering event via a sensor device; 60 

(c) providing access to said monitoring devices via the 
Internet in response to a request from an end user 
computer system; and 

(d) responding at said monitoring computer system to one 

or more Internet protocol signals generated via a user 65 
interface accessible by said end user computer system 
so as to control the operation of said monitoring 
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devices, said user interface configured to provide a 
visual display and comprises a plurality of control 
icons, said control icons configured to activate one or 
more of a plurality of functions. 

19. The method in accordance with claim 18, wherein said 
Internet protocol signals are generated by an application 
specific browser software. 

20. The method in accordance with claim 18 wherein said 
step of responding further comprises the step of controlling 
the view of said monitoring area by remotely manipulating 
said monitoring devices. 

21. The method in accordance with claim 20, wherein said 
Internet protocol signals comprise application programming 
interface (APIs). 

22. The method in accordance with claim 18, wherein said 
generating step comprises the step of providing an indication 
signal via a pager system. 

23. The method in accordance with claim 18, wherein said 
generating step comprises the step of providing an indication 
signal via an e-mail message. 

24. The multi-access remote system of claim 18, wherein 
said visual display comprises one or more control icons for 
controlling said monitoring computer system via said Inter- 
net Protocol signals. 

25. A user interface unit coupled to a controller module 
for providing visual display to plurality of users of a 
multi-access remote monitoring system, said monitoring 
system comprising a monitoring device for tracking and 
recording images, said user interface comprising: 

a video portion for displaying video output from said 
monitoring device, wherein said monitoring device 
automatically tracks a moving object such that signals 
relating to said moving object remain within said video 
output; 

a plurality of video camera control icons, said video 
camera control icons configured to activated one or 
more of a plurality of video camera functions via said 
controller module; 

a plurality of display control icons for manipulating 
appearance of said video portion; and 

a plurality of recording control icons for instructing said 
controller module to perform at least one of a plurality 
of video recording functions. 

26. The user interface of claim 25, wherein said video 
camera control icons comprise a window view icon, a door 
view icon, an image focus icon, a rotate image icon, a dim 
image icon, a peak camera icon, and a rotate camera icon. 

27. The user interface of claim 25, wherein said recording 
control icons comprise a play icon, a stop icon, a record icon, 
a rewind icon, an instant replay icon, a fast forward icon, and 
a volume control icon. 

28. A multi-access remote system, comprising: 

a plurality of monitoring areas, each area having at least 
one monitoring device connected to a monitoring com- 
puter system, said monitoring computer system con- 
figured to receive a plurality of independent connec- 
tions from a plurality of end user locations each having 
a corresponding end user computer system, wherein 
each of said monitoring devices automatically tracks a 
moving object detected in a corresponding monitoring 
area; 

a communications linking means for establishing said 
independent connections and exchanging data between 
each one of said end user computer system and said 
monitoring computer system; 

a controller module accessible by each one of said end 
user location configured to cause transmission of con- 
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troi signals for remotely controlling the operation of 
any one of said monitoring devices; 

a sensor device configured to provide a triggering signal 
to said monitoring computer system when said moving 
object is detected in one of said monitoring areas, so 
that a corresponding monitoring device automatically 
tracks said detected moving objects such that said 
moving object remains within view of said monitoring 
computer system; and 

a user interface unit coupled to said controller module for 
providing visual display to each one of said users, said 
user interface comprising a plurality of control icons, 
said control icons configured to activate one or more of 
a plurality of functions via said controller module. 

29. A multiaccess remote control system in accordance 
with claim 28, wherein said controller module further com- 
prises a queuing module that schedules multiple requests to 
access any one of said monitoring devices. 

30. A multiaccess remote control system in accordance 
with claim 29 further comprising a network of controller 
modules each controller module coupled to a plurality of 
corresponding monitoring- devices each of said controller 
moduled including a proxing module configured to identify 
and direct a request from any one of said end users to a 
desired monitoring device. 

31. A multiaccess remote control system in accordance 
with claim 29, wherein said controller module further com- 
prises a storage means for storing compressed audio and 
video signals received from said monitoring devices con- 
taining video representation of movement of said moving 
objects, so as to transmit said compressed signals to said end 
users. 

32. A multiaccess remote control system in accordance 
with claim 31 wherein said compressed signals are sent to 
said users in accordance to a schedule. 

33. A multi-access remote system, comprising: 

a monitoring area having at least one monitoring device 
coupled to a communication network, said monitoring 
device configured to communicate with a plurality of 
end user locations each having a corresponding end 
user computer system; 
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each of said end user computer systems further compris- 
ing a controller module for transmitting via said com- 
munications network, control signals for remotely con- 
trolling the operation of said monitoring device; 
5 at least one of said controller modules further comprising 
a queuing module that schedules multiple requests to 
access any one of said monitoring devices; and 
a user interface unit coupled to said controller module for 
10 providing visual display to each one of said users, said 
user interface comprising a plurality of control icons, 
said control icons configured to activate one or more of 
a plurality of functions via said controller module. 
34. A multi-access remote system in accordance with 
15 claim 33, further comprising a sensor device configured to 
provide a triggering signal when a moving object is detected 
in one of said monitoring areas, so that said monitoring 
device automatically tracks said detected moving objects so 
as to follow the location of said moving object. 
20 35. A multi-access remote system in accordance with 
claim 34 further comprising a video storage system coupled 
to said monitoring device to store video images of said 
detected moving object for later transmittal to any one of 
said end user locations. 

25 

36. A multi-access remote system in accordance with 
claim 35 wherein said video images are stored in a com- 
pressed format 

37. A multi-access remote system in accordance with 
30 claim 36 further comprises a notification means configured 

to send a notification message to any of said end users after 
said video images have been stored. 

38. A multi-access remote system in accordance with 
claim 37 wherein said controller module receives said 

35 notification message and in response thereto notifies any one 
of said end users via a predetermined communication 
device. 

39. A multi-access remote system in accordance with 
claim 38, wherein said predetermined communication 

„ rt device is an e-mail. 

40 

***** 
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